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A: Overview of the Sample Package

Thank you for viewing this sample content from the Business Sampler Policies,

Procedures & Forms.

The following 23 pages contain an abridged version of the Table of Contents,
with key sections shown in full detail and supporting sections listed as Tab

Headings only.

Following the Table of Contents is a complete policy, procedures and form(s) set
from this manual. This policy for Internet Usage exemplifies the content, writing
style and format of the full manual. The Internet Usage Policy is located in the

manual under Tab 10: Information Services.

TERMS AND DEFINITIONS

Manual: A system of approved policy
statements and corresponding procedural
guidelines and supporting forms that direct an
organization toward its operational goals.

Policy: A stated course of action with a
defined purpose and scope to guide decision-
making under a given set of circumstances
within the framework of corporate objectives,
goals and management philosophies.

Procedure: A series of prescribed steps
followed in a definite regular order which
ensure adherence to the guidelines set forth in
the Policy to which the Procedure applies

Activity: An action, element or decision
representing a prescribed step in the
Procedure process.

Task: A detailed component of an Activity
specifying required behavior to complete the
activity.

Form: A pre-formatted document containing
instructions and place-holders for data entry to
monitor progress through a particular.
Procedure and to ensure proper record-
keeping.
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ENG106 — Patents
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2.0 Documenting the Development of an Idea or Invention .............cccccvvunnnnn.. 2
3.0 Patent APPlCAtioN ..........uuueiiiii i 2
ENG107 — Preproduction Quality and Planning
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1.0 DeSign COmMPIELION .....uii e e e 1
2.0 Design Transfer and DOCUMENTALION..........uuuuuruiieiiiiiiiiiiiiiieiiiiieeniieieeeeeieeees 2
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1.0 Product Identification Labels ..........ccooeiiiiiiiiiiiiiiee e 1
2.0 Safety Hazard Labels............oueeiiiiiiiiie e 2
Forms
ENG109-1 / Product Identification Label ............ccccoiiie 5
ENG109-2 / Product Safety Hazard Label (examples).........cccovviiiiiiiiiiiiiiinninns 7
Environmental Management ProCedures .......ccccccevviiiiiiiieeeeeeee Tab 9
ENV101 — Environmental Protection
Sections
1.0 Waste MINIMIZALION ......coooiiiiiiiiiiiiaee et e e e e e 1
P20 I =T o Yo [ T 2
3.0 ENergy CONSEIVALION......ccoiiiiiiiiiiee e e e ettt e e et eaa e e e e e e eeaaan e s 2
4.0 Pesticide APPlICALION .....euvueeii e e e e aaan 2
5.0 Refrigerant DISPOSal.......ccoooiiiiiiiiiiiieee e 3
6.0 Company Vehicle MainteNanCe.............cuuuiiiiiieiiieeecee e 3

ENV102 — Hazardous Waste Management
Sections
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1.0 Hazardous Waste Determination ............ccoooeeeviiiiiieiiiiin e e 1
2.0 Hazardous Waste Generator Classification............c.ccccccceeiieiieeeeiieiiiiieenn. 2
3.0 Compliance Self-INSPECLION. ........uuuuuuiiiiiiiiiiiiiiiiii s 3
4.0 Hazardous Waste Management Training...........c.uueeeieeeeeeeeeeiiiiiiiieeeeeeeeeanns 4
5.0 Regulatory INSPECHIONS........uuuuuiiiiiiiiiiiiiiiiiiiiiii e 5
Forms
ENV102-1 / Hazardous Waste Determination Checklist.............cccccooeeiviiiineennnnn 7
ENV102-2 / Hazardous Waste Determination Sheet............ccccccoceeeieeiiiiiiiinnnnnn, 9
ENV102-3 / Compliance Self-Inspection Checklist...........ccccccvvvviiiiiiiiiiiiiiinnnnn. 11
ENV102-4 / Environmental Management Action Plan..............cccceeeeiiieiinieninnn, 15
ENV103 — Air/Water/Soil Resource Management
Sections
O N T g o 1o o PP 1
2.0 ASDESIOS MANAGEMENT .....uueiiiiiiiiiiiiiiieiibiiiiiibbb bbb 2
3.0 Water POIULION ..o e e e e e eanees 2
4.0 PCB MaNagEMENL.....ccoiiiiiiiiiiieie ettt e e e e e e e e eennnes 3
5.0 Underground Storage Tank Management...........ccooovvuuiiieieeeeeeeeeiiiiiineee e 3
Finance and Credit ProCeAUIES .........uuuiiiiiiie e Tab 10
FCR101 — Account Collection Process
Sections
1.0 CoOlleCtiON PrOCESS ....uvuiieeie ettt e e e e 1
2.0 Seriously Delinquent or Unresponsive ACCOUNTS..........cevveeeeerieeeiiinniinnneeenn 3
Forms
FCR101-1 / Accounts Receivable Collection Control Form..........cccceeveeevvvevnnnnnes 5

FCR102 — Bank Loan Applications

Sections
1.0 Assessment of Capital ReqQUIrEMENtS ..........uuuuiiiiiiiiiiiiiiiiiiie e 1
2.0 Preparation of Loan AppliCation ..............uuiiiiiiiiiiiiiiicii e 2

FCR103 — Banking Policy and Relations

Sections
1.0 Banking RElAtiONS ........ccoiiiieiiiiiiiiiie e 1
2.0 Banking Policy and Arrangements ...........uuuoiiieeeiiieiiiiiiiiine e eeeeeeiiin e 2
FCR104 - Business Plans and Forecasts
Sections
1.0 Business Plans — Background and Management Philosophy .................... 1
2.0 Business Plans — Development and Format .............ccccceeiiiieiiiieeiiiceeeeeee, 1
3.0 BusIiNess Plan Preparation ... 2

FCR105 — Customer Credit Approval and Credit Terms
Sections
1.0 Credit APPHCALION ......uiiiiee e 1
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2.0 Credit INVESHGAIONS. ... ..uuuutiiiiiiiiiiiiiiiiiiie bbb 1
3.0 Credit ApProVal/REJECHION.......ccce e e e e e eaanns 3
Forms
FCR105-1/ Credit APPlICAtION......ccooiiiiiiie e e 5
FCR105-2 / Request for Credit APProval...........ccccceviiiiiiiiiieeeeee 7
FCRL105-3 / Credit INQUITY ..vuue et e e e e e e 9
FCR106 — Exercise of Incentive Stock Options
Sections
1.0 NoOtification Of EXEICISE.......uuuuiiiiiiiiiiiiiiiiiiiiiiiiieiieeeeeeeeeeeeeeeeeeee e eeeeeeeeeeeeeees 1
2.0 Payroll DeduCtion PIaN .............uuuuuiiiiiiiiiiiiiiiiiiiiiieiiiienee 2
Forms
FCR106-1 / Stock Option Exercise Letter (Sample) ..., 3
FCR106-2 / Payroll Deduction - Stock Purchase .............ccccovvviiiiiiecicecein, 5
FCR107 — Property Tax Assessments
Sections
1.0 ReVIEW Of ASSESSIMENTS ....ccviviiiiiiiiiiiiiiiiiiiieeeeeeeeee ettt 1
2.0 ApPPEAlING ASSESSIMENTS ......uuiuiiiiiiiiiiiiiiiiiiiieteeeeaeeaeeeaaeeeebee bbb beneaenaaeaeane 3

FCR108 — Release of Financial or Confidential Information

Sections
1.0 Written Requests for Confidential/Financial Information .............ccccccccenn... 1
2.0 Telephone/Personal REQUESES ........ccooiiiiiiiiiiiii e 1

FCR109 - Stock Transactions

Sections
O ] (o [od Sl ST U= g Lo <Y 1
2.0 SHEOCK TraNSIEIS .. it eas 1
Forms
FCR109-1 / Stock ISSUances JOUIMAl ..........couuiiiiiiiiiiiiecie e 3
FCR109-2 / Stock Transfer LEAQEN .....uuuveiiie e 5

FCR110 — Weekly Financial and Six Week Cash Flow Reports
Sections

1.0 Preparation GUIAEINES........ccovvviieiiiie e 1
2.0 Weekly FInancial REPOIT .........uuuiiiiiiiiiiiiiii e 1
3.0 Six Week Cash FIOW REPOIT ........ccoiviiiiiiiii e 2
Forms
FCR110-1/ Weekly Financial REPOIt.........cccciviiiiiiiiiiee e 3
FCR110-2 / Six-Week Cash FIOW RepPOIt.........coouuiiiiiiiiieiiiiiiiii e 5
Manufacturing ProCeAUIES .......ccooiiiiiiiiiie et Tab 11
MFG101 — Assembly Manuals
Sections
1.0 Preparation of Assembly ManualS...........ccoouuuiiiiiiiiiiiiiii e 1
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2.0 MOdEIS OF SAMPIES ....oeviiiiiiiiiiiiiteie e 2
MFG102 - Bill of Materials
Sections
1.0 Preparation of a Bill of Materials ..o 1
2.0 Contents of a Bill of MaterialS.............occuiiiiiiiiieiiee e 1
3.0 Change to Bill Of MAterialS .............uuuuummimiiiiiiiiiiiiiiiiiiiieee 2
Forms
MFG102-1 / Bill of Materials form (Sample) ... 5

MFG103 — Calibration for Testing and Measuring Equipment
Sections

1.0 Storage, Handling, and MaintenancCe ...........ccccoeeeevieieiiiiiiiiiee e 2
2.0 Calibration and Recalibration ...............oouuiiiiiiiiiiciece e 2
3.0 Recordkeeping and Labeling...............uuuuiiiiiiiiiiiiiiiiiiiiiiiiiii 3
4.0 RECAll SYSIEM ... 4
5.0 Out-of-Tolerance CONAItIONS .......ccoeeeiiiiiiiiiiiiee e 4
6.0 Control of Subcontractor Calibration .............ccccceoeeviiiiiiiiiiie e 4
Forms
MFG103-1 / Calibration RECOId ............uuiiiiieiiiiiiiiiie e 7
MFG104 — FDA Inspections
Sections
1.0 Audit SEIECION PrOCESS .....ccoieiiiiiiiiee et 1
2.0 Inspection Announcement ProtoCol..............uuuvvviiiiiiiiiiiiiiiiiiiiiiiiieeiieeeeeeeee 2
3.0 Conduct During the INSPECHION ..........uvviiiiie i e, 3
4.0 Areas Of INSPECHION .....cooviiiiiiiiiee e 4
5.0 Close-Out Meeting and PoSt-INSPECtiON..........ccccevvvviiiiiiiiiiieeeeeeeeiee e 4
Forms
MFG104-1 / Triggers and Decision Points for GMP Inspections........................ 7
MFG104-2 / Excerpts of the FDA Two-Track GMP Inspection Strategy and

ComplianCe Program ............ccieeeeeeeeeeeiiiee e ee e e e e 9

MFG105 — ISO 9000 Compliance

Sections
1.0 Background — ISO and ISO Standards ..........cccceeeeeeeiiieeiiiiiiiiie e, 2
2.0 Overview Of ISO 900D ......ccouuiuiiiieee e 2
3.0 Quality System Objectives and PrinCiplesS..........ccccvvveviiiiiiiie e 4
4.0 Quality Management System Development ............cccooveeviiiiiiiiiiiiiineeeeeeeeees 6
5.0 SO REQISIALION .. ..uiiiieiiiieeiiiiis e e et e e e e et e e e e e e e eeeara e eeeaees 6
MFG106 — Master Parts List and Files
Sections
1.0 MaASer PArtS LISt .....ccciiiiiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeee ettt 1
2.0 PArtS FlES .. 2
Forms
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MFG106-1 / Master PartS LiSt.......ooeveeeeiie e,
MFG106-2 / Part Number Record ........ccoouvveeeiiiiiieiinie,

MFG107 — Part Number Designation
Sections

1.0 Number Designation ............ccccuvviiiiieeeeeeeeeeiee e,
2.0 Part Number Assignment/Recordkeeping ..................
3.0 Classification SYStem ...........cccceveeieeiiiiiiiiiiiiie e eeeeeeeans

MFG108 — Serial Number Designation
Sections

1.0 Serial NUMDEring .....cvvciiieieiiiieciee e

MFG109 — Quality Control for Finished Goods
Sections

1.0 ASSEMDBIY ..o
2.0 Finished GOOUS ......ccoiieeiiiiiiiiiiiie e
3.0 Rejection and DiSpOSItion............ccoovvvviviiiiiiiieeeeeeeeenns

MFG110 — Quality Assurance Audit Procedures
Sections

1.0 AUdit GUIE ....ccoeeeeiicee e
2.0 AUCIT PrOCESS ..cvvieiie ettt
3.0 Corrective ACHION........ccovvviiiiiiiiee e,
4.0 AUAIt RECOIS ....cvviiiiiiie e
Forms
MFG110-1 / Quality Assurance Audit Checklist .................
MFG111 — Corrective Action
Sections
1.0 Initiating a Corrective ACtION.........ccoovveeeieiiiiiiiiineeeen,
2.0 Investigating the Cause...........cc.oeeevvvveiiiiiiiie e,
3.0 Taking Corrective ACHION .........evviieeiiiiiiiiiiiee e
4.0 Verification and ClOSUIe .........ccoooeeevviveiiiiiiiiie e,
Forms
MFG111-1 / Corrective Action Request............cccevvvevvvnnnnnn.
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Information Technology Procedures ........cccccoiiiiii, Tab 12
MIS101 — IT Asset Standards
Sections
1.0 IT Asset Standards DeVEIOPMENL.........cccveiveiieiieiieee e 1
2.0 IT Asset Standards Implementation ...................eueueiiiiiiiiiiiiiiii. 2
3.0 IT Asset Standards ASSESSMENT .........uuuuuuuuuniiiiiiiiiiiiineiiiererrarnerreeaae 2
Forms
MIS101-1 /1T Asset Standards LiSt..........ccovviiiiiiiiiiiiiieeeeeeeeeeeeeeee 5
MIS101-2 / IT Asset Configuration WOrksheet ..........cccccvvvvvviiiiiiiiiiiiiiiiiiiiiieeen, 9
MIS101-3 / IT Asset Standards Exception ReqQUESt ...........ccovvvviiiiiiiiiieeeeeeeeenns 11
MIS102 — Use of Non-Standard Software
Sections
1.0 Requesting Non-Standard SOFtWAre...........ccccveveiieieeie e 2
2.0 Adding Non-Standard Software to the COE............cccooiiiiiiniie e 2
3.0 Software Not Permitted Under Any CirCUMSLANCES .........ceeververveiieeseerieeiesseennenn, 2
Forms
MIS102-1 / Non-Standard Software Request...........cccoeeeeeeiiiiiiiiiiiiee e, 5
MIS103 — IT Incident Handling
Sections
1.0 IT Incident Handling Preparation ..........cccccveeiierienesiese e see e see s 2
2.0 1T INCIdent HandIiNG.......cooiiiiiiie e e 2
3.0 IT Incident HaNdliNg REVIEW.........cccveiiiiieiieiiec et 3
Forms
MIS103-1/IT Incident Report/Response FOrm.........cccooveeeiiiiiiiiiiiiiiieee e, 7
MIS104 — Computer Viruses and Malware
Sections
1.0 Malware Defense Planning .........ccocooiiieieieienese e 2
2.0  Malware Defense PIan ..o 3
3.0 Malware Defense Plan REVIEW ........c.couiiiiiiieiiee e 4
4.0 Malware Defense Plan Update............coveiieiiiieiieie e 4
MIS105 — IT User-Staff Training Plan
Sections
1.0 Planning IT User/Staff Training .........ccooiiieiiiiiiineeeecceeeiie e 1
2.0 1T User-Staff Training Plan........cccoooooiiiiiiiiie e 2
3.0 IT User-Staff Training Plan Evaluation (ReVIeW) ............ccceeveeiiiiiiiiiiiiinnnnnnn. 3
4.0 IT User-Staff Training Plan Update ............ccccoevviiiiiiiiiiiee e 3
Forms
MIS105-1/IT Training Requirements LiSt..........ccouuuiiiiiieiiiieeeieeee e 7
MIS105-2 / IT TraiNiNg LOQ. .. oeeeeeeieeiiiiiiiiaee e e e e eeeeitiies e e e e e e eeaas e e e e e e e eeeannnnnns 9
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MIS106 — Computer and Internet Usage Policy

Sections
1.0 Acceptable Use — Computers and Internet...........ccceveeeiviiiiinieeeeeeeeeeiiiinnnn, 1
2.0 Inappropriate Use — Computers and Internet............cccceeeeeieeeeiieeeiiiceeeennn. 2
3.0 Internet and E-Mail ELQUETLE...........uuuuuiiiiiiiiiiiiiiiiiiiie e 2
4.0 Computer and Internet Usage — SECUNLY ........coevvvviiiiieeeeeieiiiiiee e, 3
5.0 Computer and Internet Usage — Penalties ............cccccuuiiiiiiiiiiiiiiiiiiiiiiiiinns 3
Forms
MIS106-1 / Computer and Internet Usage Policy Acknowledgement................. 7
MIS107 — E-Mail Policy
Sections
1.0 E-Mail Policy Development ...........coovviiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeee e 2
2.0 E-Mail Policy Implementation .............ooouuuiiiiii e 2
3.0 E-Mail POlICY REVIEW........uuiiiiiiiiiiiiiiiiiiiieeeeeiteeeeeieeeeeeeeesee e sesessseeeeneeeeees 2
4.0 E-Mail Policy Changes .........cooeiiiiiiiiiiiiie et e e e 2
Forms
MIS107-1 / Company E-Mail Policy Acknowledgement .............cccccoeeeeeeeiiinnnnnnn, 5
MIS108 — IT Support Center
Sections
1.0 1T SUPPOrt Center OVEIVIEW.........uuuiieeeeeeeeeeeiiiiie e e e e e e e e eeese e e e e e e e e e eanaas 2
2.0 IT Support Center OPEIatIONS ..........uuuruueuuuueieeeriieieeeineeieeeeneeeeaeeeeeeeaae 2
3.0 IT SUPPOI REVIEW......cceeeiiieie i e e e e e e e eeanaes 4
Forms
MIS108-1/ TeCh SUPPOIt LOQ .. .cceeiiieeiiiiiie e 5
MIS108-2 / System Trouble Acknowledgement form ..........ccccviiiiiiiiiiiiiiiiinnns 7
Personnel ProCEUAUIES .......ouviiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee ettt Tab 13
PNL101 — Americans with Disabilities Act
Sections
1.0 ADA BACKGIOUNG........uiiiiiiiiiiiiiiiiiie et e e e e e eeeanan s 1
2.0 WRNO IS COVEIEA. .. ittt 2
3.0 EMPIOYMENT ISSUBS ... .oiieiiiiiiiiii et 3
4.0 Public ACCOMMOTALIONS ......uuuiiiiiiiiiiiiiiiiiiiiiii bbb bababennenennes 6
5.0 Enforcement Of the ACL........ouueeiii i 8
PNL102 — Drug Free Workplace
Sections
1.0 Drug Free Workplace — General ..o 1
2.0 PrONIDITIONS ....uuiiiiiiiiiiiiiiiiii e 1
3.0 Authorized Use of Prescription MediCINe ..........ccoovviiiiiiiiiiiieiiiieeeiiiieeee e 2
4.0 Drug AWAreness PrOgraim .........coeieuuiiiiiiiiiiiie e e e e e e eaia e eaneeenaneees 2
5.0 DISCIPIINAINY ACLONS .....oiiiiiiiiiiei et a e 3
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Forms
PNL102-1 / Drug-Free Workplace Policy Agreement...............cuvviiiieeeeeeeeiennnnnns 5

PNL103 — Employment Policies

Sections
1.0 Employment — GENEIAl ........ooovviiiiiiiie i 1
2.0 Equal Employment OPPOITUNITY.........uuuuueuueiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeiaees 1
20 T N 1= 0T 1] o IO SURPPPPUTRN 2
4.0 MOONNGRTING ... 2
5.0 Ethics and Confidential INfOrmation................uuuvuviiiiiiiiiiiiiiiiiiiiiei. 2
6.0 EMPIOYEE BENAVION .......uiiiiiiiiiiiiiiiiii e 3
7.0 Employment at Will .........ooomiiiiiii e 3
8.0 Personnel Files and RECOIAS .........ccovvviiiiiiiiiii et 3

PNL104 — Employee Hiring and New Employee Orientation
Sections

1.0 Personnel REQUISITION .......ooiiiiiiiiiiiiee et 1
2.0 Employee ReCIUIIMENT..........uuuiiiii e 1
G O I 01 (] V=3 Y/ o T PRSP 2
4.0 Hiring and Employee Orientation ..........ccoooeeeiiieeeiiiiiiie e eeeeeeeiiien e e e eeeennnns 2
Forms
PNL104-1 / Personnel REQUISITION ..........uiiiiieeiiieeiiiiie e e e e e e e e e e eeenans 5
PNL104-2 / Employment APPlCatioN..........cooooiiiieiiiiiiiiee e 7
PNL104-3 / Employment Interview Questions Chart...........cccccvvviiiiieieeeeeeeennnnns 9
PNL104-4 / Personnel Change NOtICE .........ccooiiiiiiiiiiiiiiee e 13
PNL104-5 / Company Policy and Procedure Acknowledgement...................... 15
PNL105 — Family and Medical Leave Act
Sections
1.0 Reasons for Taking Unpaid LEAVE ..........ccevvuviiiiiiee e 1
2.0 Advance Notice and Medical Certification............ccouuvviiiiiiiiiiiiiiiiiieeeeen, 1
3.0 Job Benefits and ProteCtioN .............uuuuuuuuiimiiiiiiiiiiiiiiiiiiiiiiiiieeeeneaeenneeennes 2
4.0 Unlawful Acts under the FMLA ... e 2
5.0 Enforcement Of FIMLA ... ..ottt 2
PNL106 — Health Care Benefits
Sections
1.0 Costs and Premiums — Health Care.............ceuuvvviiiiiiiiiiiiiiiiiiiiiiiieeiieeieeeeee 1
P22 O = 1T 11 o1 1 22 1
3.0 Benefits ENrOIMENT ........uuuuiiiiiiiiiiiiiiiiiiiiiiiiiii e 2
4.0 Health Care COVEIAQE .....uuuiiii ettt ettt e e e e eee e e e e e e e eeenees 2
SO I 11 To = T -1 o 5
6.0 Termination and Conversion Of COVErage..........ccuvvvviiuuiiiiiieeeeeeeeeeiiiienn 5
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PNL107 — Paid and Unpaid Time Off
Sections
O - 1T B I 0= 2 1§ TR 1
2.0 JUINY DULY oot e e aa 1
3.0 MIlITArY LEAVE ...uuueiiiiiiiiiiiiiiiiiiii b 2
4.0 Unpaid Time Off ... e e e e eaaans 2
5.0 Absence Request and NOIfICAtION ..............uuuuuiiiiiiiiiiiiiiiiiiiiiiiiiees 2
OO I o (o] [ = Y2 S 3
Forms
PNL107-1/ Absence Request FOIM .......ccooiiiiiiiiiiiiiii e 5
PNL108 — Pay and Payroll Matters
Sections
1.0 Employee Pay ClassSifiCations ..........ccccceeiviiiiiiiiiiee e 1
2.0 Pay Periods, Payday, and Hours of WOrK ................euevvviiiiiiiiiiiiieiiiiiiieeene. 2
3.0 TIMESNEELS. ... e 2
4.0 Payroll DEAUCTIONS .......uuuiiiiiiiiiiiiiiiiiiii e neenenne 2
5.0 Pay AIUSIMENES ......iiiiiiieiece e e e 3
O Y 1V 7= g [ = 3
O €= 14 1] o 1= £ 3
8.0 Cashing Of PAyCNECKS...........uuuiiiiiiiiiiiiiiiiiiiii e 3
9.0 LOSt PAYCNECKS ...uuiii et 3
10.0 FiNal PAYCNECKS .......ccieiiiiiiiiiiiiiiiiiieeeeeeeeeeeeee ettt 3
Forms
PNL108-1 / Biweekly Time Sheet...........coooiieee 5
PNL109 — Performance Appraisals and Salary Adjustments
Sections
1.0 Performance Appraisal GUIdeliNeS..........couuuiiiiiiiiiiiii e 1
P I Y o] o] = 1Tz L o £0 o] L 2
3.0 Salary AJUSIMENTS .....ccoiiiiiiiiiiii e 4
Forms
PNL109-1 / Employee Self-Appraisal..........coooiiiiiiiiiiiiieei e 5
PNL109-2 / Performance APPraiSal.........ccccceeeeeiieiiiiiiiiiee e e e e e 7
PNL110 — Resignations and Terminations
Sections
O =T T = 11 0] o P 1
2.0 Involuntary Termination and Layoffs ..........ccoooviiiiiiiiiiiiiiie e 2
PNL111 — Sexual Harassment
Sections
1.0 Unacceptable BENAVION ........ccoouuiiiiiiiieieiieeeeie e 2
2.0 Complaint of Sexual Harassment..............ccoiiiiiiiiiieeiiiiiiie e 2
3.0 COITECHVE MEASUIES ... .ottt et e e e e e e e e e e b 2
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PNL112 — Training/Tuition Reimbursement

Sections
1.0 Eligibility for Reimbursement.............ooovviiiiiiiiiiiiiii 1
2.0 Approved Training Programs ..........ccooviiiuiiiiiiie e e 1
3.0 Reimbursement — TUItion and FEES .........uuuiiiiiiiiieieeiiiee e 2

Forms
PNL112-1 / Request for TraiNing.........cccooiiiiiiiiiiiiiiieeeeeeeeeeeeeee e 5

PNL113 — Workplace Rules & Guidelines

Sections
1.0 AICONOI @NA DIUGS ....cciiiiiiiiiiiiiiiiiiieiieeeeee ettt 1
2.0 Breaks and LUNCH TIME ......uuuuuiueiiiiiiiiiiiiiiiiiieieriersessnnssnennesesnnneeensnennenneennnes 1
3.0 CoMPANY PIrOPEITY ...ttt 1
4.0 DIESS COUC ... e 2
5.0 Grievances and COMPIAINTS .........uuuuuuiummiimiiiiiiiiiiii s 2
6.0 INCIEMENT WEALNET .....uiiiiiiiiiiiiiiiiiii i aenneesnane 2
A O =4 U] o 3
8.0 Personal Telephone CallS .......ccccooeeiiiiiiiiiiiii e 3
9.0 SexXual HaraSSMENT......ccciiieiiiiiiiie e e e e e e e e e 3
OO R 1 4T ] 4 T TP 3
11.0 Solicitation for Business or Charitable PUrposes...............ceuvvvviiiiieiiiiieennee. 4
D2 O IR o o 1= 1[0 P 4
R O Y T | o] =P 4

PNL114 — Workplace Safety

Sections
1.0 WOIKSItE ANAIYSIS.....uiiiiieie i 1
2.0 Hazard Prevention and CoNtrol.................ueeiiiiiiiiiiiiiiiiiiiiiiiieenns 2
3.0 Hazard Communication Program ............uuuueiiieeeeeeeeeiiiiiaaee e e e eeeeeennnnnaee s 4
4.0 MediCal EMEIGENCIES ....cvuueeiiieeeeeeeeeeeiie e e e e e e e e ee et e e e e e e e e eeaaaan e e e eeeeeeennes 5
5.0 Safety TraiNiNg ....... oottt a e e e e eeebba e e e e 5
6.0 Safety Reporting and RecordKeeping ........ccccevveeeeiieieeiiiiiiiiiee e 6

Forms
PNL114-1 / Safety SUgQQestion ShEet........ccooeiiiiiiiiiiiiie e 9
PNL114-2 / Workplace Safety Self-Inspection Checklist............ccccoeeiiiiiiiininnns 11
PNL114-3 / Workplace Safety Action Plan..............ooeeiiiiiiiiiiiiicice e 25
PNL114-4 / General Workplace Safety RUIES ............eeiiiiiiiiiiiiiiiiiiieeeeeee, 27
PNL114-5 / List of Hazardous Chemicals and MSDS Index..................ccoeee. 29

Security and Operations ProCedUIES .........uuiiiieeeiiiieiiiiiiieee e e ee e Tab 14

SAO101 - Intrusion Protection

Sections
1.0 Doors, WIindows, and ENtryWayS..........cccuveeeruuiiiiiieeeeeeeeesiiins e e eeeeeeeesnnnnnns 1
2.0 MOtioN SENSING DEVICES.....cceuiiiiiiie et 2
G O I Y = T 0 1 )Y (= o 2
4.0 Redundant or Alternate SignNaling .........oovveeeoiiiiiiiiiiie e 3
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5.0 Installation, Maintenance, and TeStNG.............uuuuuuiimmiiiiiiiiiiiiiiiiiiiieeeeeeeanes 3

SAO0102 - Physical Security

Sections
1.0 Security CONSIAEIAtIONS ......ccvvviiiiiiiiiiiiiiiiiiieeeeee et 1
2 I o T (] o T o ] £ 1
3.0 BUIlING EXIEIIOIS ...uuuiiiiiiiiiiiiiiiiiiiiiiii e 2
O o T Vo L1 o T =1 1 =SSN 2
I oo =TSR @ o 1o ] 2
6.0 Locks and LIghtiNg .......ccooiiiiiiiiiii e 2
SAO0103 — Personnel
Sections
1.0 Background and HiriNg........coooviiiiiiiiie e 1
2.0 Proprietary INfOrmMation............uuueeueeeuiiiiiiiiiiiiiiiiii e 2
Forms
SAO0103-1 / Employee Hiring Packet Checklist.................uuuuiiiiiiiiiiiiiiiiiiiiiiiiinns 5
SAO103-2 / KEY ISSUE/IPOIICY ....cceeveeiiieee et 7
SAO0104 — Guard Force Management
Sections
1.0 Criteria for Daily ACHVILY ......coovviiiiiiie e 1
2.0 BasSIC TraiNiNg PrOgram...........uuuuuueuiuiiiiiiiiiiiiiiieiiiiireinieneieeeeieeeeneeeneeeennes 1
Forms
SAO0104-1/ Special Incident RepOrt FOrM ...........uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiees 5
SAO105 — Electronic Countermeasures
Sections
1.0 Video SUIVEIIIANCE .......oiiiiiieiee e 1
P O I [ o1 (U IS o] D T=] (=T 1o [N 1
G O I 1 (= B L= (=T ox 1o PRSP 1
4.0 ACCESS CONIIOl ... 2
5.0 PANIC/DUIESS....cuuuuiiiii ettt e e e et b e e e e e e e e e eabaa e e e e 2
6.0 Environmental CONIOIS..........uuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii e 2
Forms
SAO0105-1 / Guidelines for Selecting an Alarm System/Vendor ..............ccccc...... 5
SAO106 — Executive Protection
Sections
1.0 RISK ANAIYSIS...cciiieeiiiieie e 1
2.0 Executives' Home and Family ..o 1
3.0 Transportation and OffiCe..........ccveiiiiiiiiiice e 2
4.0 DOMESLIC TOITOISIM .. .ciiiiiiiiiiee e e e eeeeeiie e e e e e e ettt e e e e e e e e eeeeba e e e e e aeeeanees 2
5.0 Foreign Travel and Emergency Planning ..........ccccvvvvviviiiiiiieeeeeveeicee e 2
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Sales and Marketing ProCedUIES..........uuuuuuuiiiiiiiiii e Tab 15

SMK101 - Collection of Sales Tax

Sections
O = T ][ 0 R = VPP 1
2.0 Applicable Sales TaxX RAES ..........uuuuiuiiiiiiiiiiiiiiiiiiiiiiiiieees 1
3.0 NONtaXable SAIES ........uuuuuiiiiiiiiiiiiiiiiii e 2
4.0 Sales Outside of Company JUrSAICHION.........ccooiiiiiiiie e 2
LI =111 1T o o ) N 1= O 3

SMK102 — Copyrights and Trademarks

Sections
1.0 COPYHGNLS ... e 2
2.0 TrademarksS .........uuuiiiiiiiiiee e 4

SMK103 — Marketing Plans

Sections
1.0 Marketing Plan — General.............coouviiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeee 1
2.0 MarKet ANAIYSIS.....uuuiiiiie e 1
3.0 AJVEITISING SOUICES ....uuuuiiiiiiiiiiiiiiiiiiiitiiiiiiii e 3
4.0 COMPELItIVE ANAIYSIS ....cceeiieiiie e 4
5.0 Advertising Planning Schedule/Diary ..............c...uuueeiimiiiiiiiiiiiiiiiiiiiiiiiiiienns 4
6.0 CuStomMEer/REfErenCe LiSt........uuuuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieieineeeeeneennnnes 4

SMK104 — Model Number Designation

Sections
1.0 Model Number Designation and ASSIgNMeENt ..........cccovvvviviiiieeeeeeeeeeeiiinnn, 1
2.0 Model Number RecOrdkeeping........coueuuuuuuiiiiieeeieeeeiiieie e 1

SMK105 — Public Relations

Sections
1.0 Media REQUESTS ....cuueiiiii ettt e e e e e e e e e e s 1
2.0 News Releases and CONfErENCES .........uvvivviiiiiiiiiie e 2

SMK106 — Return of Goods from Customers

Sections
O @ T[] = 11 o o P 1
2.0 Receiving Go0ods and ProCeSSING .......cccuuuuuiiiiiiiiiiiiiiiiiiiiee e eeeeeiiin e 1
Forms
SMK106-1 / Returned Goods Authorization form ..........ceeeiiiiiiiiiiiiiiiiicieeeee, 2
SMK107 — Sales Leads
Sections
1.0 Incoming Sales CallS.......cooiiiiiiiiiiii e 1
2.0 Business Reply Cards and Letters...........uceeiieieeiieeeeiiiiiie e 1
3.0 Trade SNOWS/SEMINAIS ......ccuuuuuiiiei et 2
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Forms
SMK107-1/ Sales Lead Tracking form............ccccooiiiiiiiiiiiiiii e 3
SMK108 — Sales Order Entry
Sections
1.0 Sales REPreSENAtIVES .......cccoevvuiiiiiiiie e e e e e 1
2.0 Sales ADMINISIIALION ........coeeeuiiiiiiee e e e e e 1
3.0 Credit Department............uuiiiiii e 2
4.0 Manufacturing/SNIPPING .......euueuuuiiiiiiiiiiiiiiiiii e 2
S O O U1 0] 4 1= ST Y/ 01 3
6.0 ACCOUNEING/BIllING .....uuuiiiiiiiiiiiiiiiii e 3
SMK109 - Sales Training
Sections
1.0 Orientation and TraiNING.........ccoeiiiiiiiiiiiiieeeeeee e 1
2.0 Professional CONAUCT ..........uuuuuuuuiiiiiiiiiiiiiiiiiiii e 2
3.0 SAIES PrOCESS ...vvvuiiii ettt 2

SMK110 — Trade Shows

Sections
1.0 Planning Trade Shows and EXNIDIS...........ccoovviiiiiiiiiiiiiiiii 1
2.0 EXNIDItING...ccoiiiiiiiii e 2
3.0 Trade Show/Exhibit EValUtioN ............covuviiiiiieieiieeeicee e 3
Forms
SMK110-1/ Trade Show WOIrKSNEET......ccovvviiiiiiiieie e 5
SMK110-2 / Trade Show ChecCKIiSt ............uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieneennnes 7
SMK110-3 / Trade Show/Exhibit Supply ChecKlist..............eeiiiiiiiiiiiiiiieee. 9
SMK110-4 / Equipment Request FOrm INVENtOry ..........ccvvvviieieeeeeeeeeiiiiinee e 11
SMK110-5/ Show ReQISIratioN .........oiiiieiiiiiiiiiiiiee et 13
SMK110-6 / Trade Show/Exhibit SUMMArY ........cccoeeeiiiiiiiiiiiiieee e 15
Shipping, Purchasing, and Inventory Control Procedures .................... Tab 16
SPI101 - Packing, Storage and Distribution
Sections
1.0 Packaging Design and MaterialS.............oouuuuiiiiiiieeeiiiieicee e 1
2.0 Packaging PrOCESS .....ccoiiiiiiiiiiiii ettt 2
IO T o o o (1T B0 (o = Vo = 2 2
4.0 ProducCt DIStrDULION .......cceueiiiiie e e e eeeees 3
Forms
SPI101-1/ SRIPPING LOG «.uuiieiiiiiiiiiiie et 5
SPI102 — Physical Inventory
Sections
1.0 INVENLIOrY - GENEIAI ... 1
2.0 Cleaning and Organization of Inventory Areas.........cccccceeeeeeeeeeeeveevnnnnnnnenn 2
3.0 Year ENd CUt-Off... .ot 2
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4.0 Counting Procedures and INSrUCHIONS ...........uuuuuuuermimmiiiiiiiiiiiiieiiiieieinnnnnnnns 2
5.0 Master Inventory and Pricing REPOIt..........cciviiieeiiiiiiiiiiee e 4
Forms
SPI102-1 / INVENtOry SNEEL .......coviiiiii i 7
SPI103 — Purchasing
Sections
1.0 Order Determination and ReqUISItION ..............ieiiieeeeiiiiicee e, 1
2.0 Order PlaCemEeNT........ccoviiiiiiiiiiiee et e e e e e e e e 2
3.0 Recordkeeping and MatChing...........oouuuiiiiii i 2
4.0 PUrchasing REVIEW ... 3
Forms
SPI1103-1 / Purchase ReqQUISITION ............uuuuuuumimiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiiineeieeeeeeenees 5
SPI103-2 / PUICNASE OFUEN .. ..uuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiesiieibesaaesabbeeeesnaseeensnnsnnnnennnne 7
SPI1103-3 / PUIChase Order LOQ .......uuuuuuuuuuuuiiiiiiiiiiiiiiiiiiiiiiiiienisiennnnneensneeeennennnnes 9
SPI103-4 / Purchase Order FOOW-UP .........c.oviiiiiiieiieeeciieee e 11

SPI104 — Receiving, Inspection, and Stocking of Parts and Materials
Sections

1.0 RECEIVING GOOUS.....uuuiiiiieeiiiiieiiii e e e e e e e e e e e e 1
2.0 Detailed INSPECTION. .. ..uuieiiietiiiieiieteeeeeeeeee et eeeeeeee e eeseeeeeeeeeeeneeeeeees 2
3.0 Rejection, Discrepancies, and DiSPOSItiON .............cceeiieeeiiiiiiiiiiiiieeeeeeeeeenns 2
4.0 Stocking Received GOOUS.........uuuuuuiiiiiiiiiiiiiiiiiiiii e 2
5.0 Receiving and INSPECtion REVIEW ...........uuuiiiiiiieiiieieiiiie e 3
Forms
SPI104-1 / RECEIVING LOG....ccciiiiiiiiiei e 5
SPI104-2 / Receiving and INSPection REPOI........coviiiiiiiiiiiiiiiieee e 7
SPI104-3 / Inventory INSPection LeVEIS............uceiiiiiieiiiieeiee e 9
SPI105 - Shipping and Freight Claims
Sections
IO RS 07 o] o] o TN €T o To Lo LS P 1
P2 O B o= o= Y/ o o [P 2
3.0 Freight ClaimMsS ... oo e e e e e e e e e e e e e e e eaees 2
SPI106 — Vendor Selection, Files, and Inspections
Sections
O Y o o o)V =To I =T 0 o (o] ¢ P 1
2O I V/ =T o To (o] gl [ S o =Tox 1 o] o 1S P 2
3.0 Vendor Disqualification / Reevaluation..............cccccevvviuviiiiieeeeeeeeeeieeeenn 2
4.0 VENUOr FlES ..ot e e e e eeenees 3
Forms
SPI106-1 / Approved Vendor LiSt.........ocoiiiiiiiiiiiiiieeeeeeeeeiiie e 5
SPI106-2 / Approved Vendor Notification...........cccooeeeeiiiieiiiiiiiieeeeeeeeeeiee e 7
SPI106-3 / Vendor SUIVEY FOIM .......oii e 9
SPI106-4 / Vendor Performance LOQ .......covvvuuuviiiiieeeeeeeeiiiie e e e e 15
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SPI1106-5 / Nonconformity REPOIT ........uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieieeeeeieeeee 17
A EX Tab 17
INOLES ..ttt e e e ettt e e e e e et e e e e e e e eas Tab 18

Continue to next page to view sample Policy,
Procedure and Form Set O
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SOP # Revision: Prepared by:
Effective Date: Approved by:

Title: MIS106 INTERNET USAGE POLICY

Policy: Access to the Internet through the Company is a privilege. Users
granted this privilege must adhere to strict guidelines concerning
the appropriate use of this information resource. Users who violate
the provisions outlined in this document are subject to disciplinary
action up to and including termination. In addition, any
inappropriate use that involves a criminal offense will result in legal
action. All users are required to acknowledge receipt and
understanding of guidelines contained in this document.

Purpose:  To define policies and procedures for access to the Internet through
the Company network infrastructure.

Scope: This policy applies to all personnel with access to Internet and
related services through the Company network infrastructure.
Internet Related services include all services provided with the
TCP/IP protocol, including but not limited to Electronic Mail (e-mail),
File Transfer Protocol (FTP), Gopher, and World Wide Web
(WWW) access.

Procedure:

1.0 ACCEPTABLE USE

1.1  Access to the Internet is specifically limited to activities in direct support of
official Company business.

1.2 In addition to access in support of specific work related duties, the
Company Internet connection may be used for educational and research
purposes.

1.3 If any user has a question of what constitutes acceptable use he/she
should check with their supervisor for additional guidance. Management
or supervisory personnel shall consult with the Information Services
Manager for clarification of these guidelines.

2.0 INAPPROPRIATE USE

2.1 The Company, Internet access shall not be used for any illegal or unlawful
purposes. Examples of this would be the transmission of violent,
threatening, defrauding, pornographic, obscene or otherwise illegal or
unlawful materials

2.2  Use of Company electronic mail or messaging services shall be used for
the conduct of Company, business only. These services shall not be used
to harass, intimidate or otherwise annoy another person.
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2.3

2.4

2.5

2.6

2.7

2.8

3.0
3.1

3.2

3.3

3.4

4.0
4.1

4.2

4.3

The Company, Internet access shall not be used for private, recreational
or other non-company related activity.

The Company Internet connection shall not be used for commercial or
political purposes.

Use of the Company, Internet access shall not be used for personal gain
such as selling access of a Company user login. Internet access shall not
be used for or by performing work for profit with Company resources in a
manner not authorized by The Company.

Users shall not attempt to circumvent or subvert security measures on the
Company’s network resources or any other system connected to or
accessible through the Internet.

Company users shall not use Internet access for interception of network
traffic for any purpose unless engaged in authorized network
administration.

Company users shall not make or use illegal copies of copyrighted
material, store such copies on Company equipment, or transmit these
copies over the Company network.

INTERNET AND E-MAIL ETIQUETTE

Company employees shall ensure all communication through Company e-
mail or messaging services is conducted in a professional manner. The
use vulgar or obscene language is prohibited.

Company users shall not reveal private or personal information without
specific approval from management.

Users should ensure that e-mail messages are sent to only those users
with a specific need to know. The transmission of e-mail to large groups
or messages with large file attachments should be avoided.

Electronic Mail is not guaranteed to be private. Messages transmitted
through the Company e-mail system or network infrastructure are the
property of Company and are therefore subject to inspection.

SECURITY

Company users who identify or perceive an actual or suspected security
problem shall immediately contact the Company Information Systems
Security Manager.

Users shall not reveal account password or allow another person to use
their account. Similarly, users shall not use the account of another user.

Access to Company network resources shall be revoked for any user
identified as a security risk or a demonstrated history of security problems
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5.0

6.0
6.1

6.2

7.0

PENALTIES

Any user violating these policies or applicable state, or federal laws is
subject to the loss of network privileges and any other Company
disciplinary actions deemed appropriate.

USER COMPLIANCE

All terms and conditions as stated in this document are applicable to all
users of the network and the Internet connection. These reflect an
agreement of all parties and should be governed and interpreted in
accordance with the laws of the State of <State>.

All users must agree to abide by this policy by signing the
Acknowledgement of Receipt and Understanding form Exhibit 1 -
Computer And Internet Usage Policy

ADDITIONAL INFORMATION RESOURCES
More information is available from the following resources:

e The Software & Information Industry Association (SIIA) (800) 388-7478
http://www.spa.org/piracy/policy/corp_int.asp
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MIS106 Ex1 COMPUTER AND INTERNET USAGE POLICY

Acknowledgement of Receipt and Understanding

Access to the Internet through the Company is a privilege. Users granted this
privilege must adhere to strict guidelines concerning the appropriate use of this
information resource. Users who violate the provisions outlined in this document
are subject to disciﬁlinary action up to and including termination. In addition, any
inappropriate use that involves a criminal offense will result in legal action. All
users are required to acknowledge receipt and understanding of guidelines
contained in this document.

ACCEPTABLE USE

Access to the Internet is specifically limited to activities in direct support of official
Company business but may be used for educational and research purposes. If
any user has a question regarding acceptable use he/she should check with their
supervisor for additional guidance. Management or supervisory personnel shall
consult with the Information Services Manager for claritication of these
guidelines.

INAPPROPRIATE USE

The Company, Internet access shall not be used for any illegal or unlawful
purposes. Examples include the transmission of violent, threatening, defrauding,
pornographic or obscene materials.

Use of Company electronic mail or messaging services shall be used for the
conduct of Company business only. These services shall not be used to harass,
intimidate or otherwise annoy another person or for private, recreational or other
non-compan%/ related activities including commercial or partisan political _
purposes or for personal gain such as selling access of a Company user login.
Internet access shall not be used for performing work for profit with Company
resources in a manner not authorized by The Company.

Users shall not attempt to circumvent or subvert security measures on either the
Company’s network or any other system connected to or accessible through the
Internet. Company users shall not use Internet access for interception of network
traffic for any purpose unless engaged in authorized network administration.

Company users shall not make or use illegal copies of copyrighted material, store
such copies on Company equipment, or transmit these copies over the Company
network. This includes copies of software that the company has not purchased
or does not have a license.

INTERNET AND E-MAIL ETIQUETTE

Company employees shall ensure all communication through Company e-mail or
messaging services is conducted in a professional manner. The use of vulgar or
obscene language is prohibited. Company users shall not reveal private or
personal information without specific approval from management.

Users should ensure that e-mail messages are sent to only those users with a
specific need to know. The transmission of e-mail to large groups or messages
with large file attachments should be avoided. Users should note Electronic
Mail is not guaranteed to be private. Messages transmitted through the
Company e-mail system or network infrastructure are the property of The
Company and are therefore subject to inspection and control.

SECURITY

Company users who identify or perceive an actual or suspected security problem
shall immediately contact the Company Information Systems Security Manager.
Users shall not reveal account password or allow another person to use their
account. Similarly, users shall not use the account of another user. Access to
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Company network resources shall be revoked for any user identified as a
security risk or for those with a demonstrated history of security problems.

USER COMPLIANCE

All terms and conditions as stated in this document reflect an agreement of all
parties and should be governed and interﬁreted in accordance with the laws of
the State of <State>. Any user violating these policies or the applicable state, or
federal laws is subject to the loss of network privileges and any other Company
disciplinary actions deemed appropriate.

| understand and will abide by this Computer and Internet Usage Policy. | further
understand that any violation of this policy is unethical and may constitute a
criminal offense. Should | commit any violation, my access privileges may be
revoked, disciplinary action and or appropriate legal action may be taken.

User Signature Date

100 Introduction Page 30 of 31



Notes




