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A: Overview of the Sample Package 
 

Thank you for viewing this sample content from 
the Security Planning Policies, 

 

Form: A pre-formatted document containing  
instructions and place-holders for data entry to 
monitor progress through a particular Procedure 
and to ensure proper recordkeeping. 

TERMS AND DEFINITIONS 
Manual: A system of approved policy statements 
and corresponding procedural guidelines and 
supporting forms that direct an organization 
toward its operational goals. 

Policy: A stated course of action with a defined 
purpose and scope to guide decisionmaking 
under a given set of circumstances within the 
framework of corporate objectives, goals and 
management philosophies. 

Procedure: A series of prescribed steps followed 
in a definite regular order which ensure adherence 
to the guidelines set forth in the Policy to which the 
Procedure applies 

Activity: An action, element or decision 
representing a prescribed step in the 
Procedure process. 

Task: A detailed component of an Activity 
specifying required behavior to complete the 
activity. 

Procedures & Forms. 
 
The following two pages contain an 
abridged version of the Table of 
Contents, with key sections shown in full 
detail and supporting sections listed as 
Tab Headings only. 
 
Following the Table of Contents is a complete 
policy, procedures and form(s) set from this 
manual. This policy for Security Devices 
exemplifies the content, writing style and 
format of the full manual. The Security 
Devices Policy is located in the manual 
under Tab 4: Policies & Procedures. 

After viewing this pdf, close the 
window to return to the 
4expertise.com website to place an 
order or view samples from our other 
products. 
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SECURITY PLANNING 

Table of Contents 

Introduction. ------------------------------------------------------------------------ Tab 1 
Manual/ Preparation. ----------------------------------------------------------- Tab 2 
Security Manual. ----------------------------------------------------------------- Tab 3 
Policies and Procedure.....................................................................Tab 4 

 
1.0 INTRODUCTION AND PURPOSE OF THE SECURITY PROGRAM  
2.0 SECURITY DIRECTOR 
3.0 SECURITY FUNCTION: OFICE AND DEPARTMENT MANAGERS  
4.0 SECURITY FUNCTION: STAFF AND SUPERVISORY PERSONNEL  
5.0 TYPES OF SECURITY 
6.0 PROCEDURAL SECURITY 
7.0 ANNUAL RISK ASSESSMENT AND EVALUATION 
8.0 ETHICS AND EMPLOYEE CONDUCT 
9.0 FINGERPRINTING AND PHOTOGRAPHING OF EMPLOYEES  
10.0 POLICY AND CRIMINAL VIOLATIONS  
11.0 EMPLOYEE USE OF DRUGS OR ALCOHOL  
12.0 POSSESSION AND CARRYING OF FIREARMS  
13.0 FIRST AID AND MEDICAL EMERGENCIES  
14.0 SUSPUCIOUS PERSONS AND ACTIVITIES  
15.0 IDENTIFICATION PROCEDURES 
16.0 INTERNAL INVESTIGATIONS 
17.0 COURT TESTIMONY BY EMPLOYEES  
18.0 PROPRIETARY INFORMATION 
19.0 GUARD PROGRAM 
20.0 INFORMATION SECURITY AND THE EDP CENTER  
21.0 FIRE PREVENTION AND DETECTION 
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22.0 HAZARDOUS MATERIAL 
23.0 INVENTORY, DELIVERY AND RECEIVING CONTROLS  
24.0 SECURITY DEVICES 
25.0 OPENING AND CLOSING PROCEDURES: CASH HANDLING 

FACILITIES 
26.0 TRANSPORTATION OF CURRENCY 
27.0 COMBINATIONS 
28.0 KEY AND ACCESS DEVICE CONTROL  
29.0 WORK STATION SECURITY 
30.0 EMPLOYEE  ASSIGN M ENTS  DURING  EMERGENCY  RESPONSES  
31.0 EMERGENCY OPEATING PROCEDURES: ALL PERSONNEL  
2.0 ROBBERY PROCEDURES: STAFF PERSONNEL  
33.0 ROBBERY PROCEDURES: MANAGEMENT PERSONNEL  
34.0 EXTROTION PROCEDURES: STAFF PERSONNEL  
35.0 EXTORTION PROCEDURES: MANAGEMENT PERSONNEL  
36.0 BOMB THREAT PROCEDURES: STAFF PERSONNEL  
37.0 BOMB THREAT PROCEDURES: MANAGEMENT PERSONNEL  
38.0 DISASTER RESPONSE PROCEDURES: STAFF PERSONNEL  
39.0 DISASTER RESPONSE PROCEDURES: MANAGEMENT 
PERSONNEL

VIOLENCE IN THE WORK PLACE 
PERSONAL PROTECTION AND SAFETY FOR EMPLOYEES 
EXECUTIVE PROTECTION PROGRAM TESTING AND 
TRAINING REQUIREMENTS SECURITY TRAINING 
PROGRAM MEDIA RELATIONS 
RESOLUTIONS FOR THE SECURITY PROGRAM AND 
SUCCESSION APPOINTMENT 

40.0 
41.0 
42.0 
43.0 
44.0 
46.0 
47.0 
48.0  

49.0 

50.0 
EXECUTIVE COMMITTEE: APPOINTMENT  

EXECUTIVE COMMITTEE: ACKNOWLEDGEMENT 
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51.0 BOARD OF DIRECTORS’ CERTIFICATION RESOLUTION 

Index……………………………………………………………………………Tab 5 
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24.0 SECURITY DEVICES 
 

Purpose: 
The Purpose of this section is to describe and define standard security devices and related 
procedures that the company may use to protect its employees, customers and other 
persons, facilities, assets and records. 

24.1 The need for new, additional or improved security devices in each office is a continuing 
concern to all company personnel. Any suggested improvement or device shall be 
transmitted to the Security Director for study and recommendation. 

24.2 Personnel in each office shall be trained in the activation of alarms for that office, and in the 
methods of police response by the law enforcement agency responsible for the jurisdiction in 
which the office is located. Employees shall be able to activate, reset and stop all alarms and 
surveillance cameras. It is the responsibility of the Unit Security Officer to administer training 
regarding the location and manner of operation of each device. 

24.3 When an alarm is activated and a law enforcement agency is notified of the activation, police 
officers are dispatched to the office, assuming that one or more persons is threatening 
persons in the office. Those police officers proceed to the office under emergency vehicle 
conditions, which place them and the public at risk. All employees shall consider this risk when 
activating any alarm system. The alarm shall not be activated intentionally except in a 
situation where a physical threat is imminent or in progress, or some other crime of a serious 
nature is actually being committed, and a rapid arrival by a police officer may result in the 
reduction of personal risk and the apprehension of the person(s) responsible. 

24.4 In questionable situations where observation or information does not warrant an emergency 
response from a law enforcement agency, employees shall notify the appropriate agency 
by other means and activate suspicion cameras or monitor video cameras to photograph 
the suspect for future investigation, if this activation does not also activate the alarm system. 
Each activation of the alarm system shall be described in writing to the Security Director or 
designate, whether or not the activation was intentional. 

24.5 The following devices shall meet or exceed the minimum standards set forth in all applicable 
regulations: 

1. A means of protecting cash or other liquid assets, such as a vault, safe, or other 
secure space. The area around all vaults visible from outside the office shall be 
illuminated during the hours of darkness. 

2. All exterior doors and exterior windows designed to be opened shall be equipped 
with tamper-resistant locks. 

3. All work areas shall be separated from customer's areas by counters or partitions, 
and all walk-through doors between these areas shall be secured during 
business hours. 
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4. Each appropriate area shall contain a device for promptly notifying the nearest 
responsible law enforcement agency, by a signal not detectable by unauthorized 
persons, of an attempted or completed crime or unauthorized entry. 

5. All vaults, safes and night depositories in each office shall be equipped with alarm 
devices for promptly notifying the nearest responsible law enforcement agency by 
a signal, not detectable by unauthorized persons, of an attempted or completed 
crime or unauthorized entry. 

6. All vaults shall be equipped with a timing device which can be set against the 
opening of the vault during the hours the office is closed. Safes do not need to be 
equipped in this way. 

7. Each office shall be equipped with a system for surveillance of the areas open to the 
public and other areas considered appropriate, in the event of an attempted or 
completed crime or unauthorized entry. Surveillance equipment must be capable of 
recording activity in the office and should be installed to record persons while 
transacting business, or while entering or leaving the facility. All recording devices 
should be capable of being activated at several locations within the facility and 
monitored and coordinated with the alarm system. 

8. Certain high-risk locations may require the installation of bullet-resistant barriers. 
These barriers are to isolate employees from persons outside the windows or 
stations. Surveillance systems may also be installed, recording the actions of 
persons in a position to transact business at the location. 

24.6 Alarms, intrusion detection systems and CCTV systems will be controlled at the 
central monitoring point. The systems will be integrated to provide optimum 
protection. Sensors will be located at the following areas: 1.

 Entry points. 
2. Remote entry points. 
3. Vehicle entry ways; 
4. EDP areas. 
5. Executive Suite. 
6. Sensitive areas. 

24.7 The type of sensor utilized will consist of contact, Passive Infra-Red, Vibration and other 
technologies as they emerge and become commercially reasonable to purchase. 

24.8 Before purchasing this type of equipment the Security Director shall: 1. 
Complete a survey to determine requirements; 2. Determine what the 
system is designed to protect; 3. Determine appropriate alternatives; 
4. Design the integrated of alarms, intrusion detection systems, CCTV, and any other 

appropriate means; and 
5. Solicit vendors to participate in the bidding process. 

400 Policies and Procedures page 7 of 12 

 

http://www.4expertise.com/BizManuals_Security_Planning_Policies_Procedures-Forms.html


Security Planning Policies, Procedures and Forms_______________________________________ 4expertise.com. 

24.9 All security devices shall be maintained under a maintenance agreement with a bonded and 
qualified equipment service agent as determined by the Security Director. The security 
system shall be inspected, serviced and tested by the vendor at least annually with a copy of 
the certification forwarded to the Security Director. 

24.10 In addition to the testing by a qualified agent, the Unit Security Officer or a member of the 
Guard Force, shall test the office alarm system monthly. If any fault is found in the alarm 
system, the Unit Security Officer shall report that fault to the Security Director immediately. 
Reference SEC 1XX Exl SECURITY DEVICE TESTING, INSPECTION AND 
SERVICE RECORD LOG. 

24.11 All lighting must conform to UL standards and will be installed and maintained by 
licensed electricians only. 

24.12 Protective lighting is that lighting system utilized as part of the overall Security 
Program. Applications include: 

1. Perimeter; 

2. Entry way; 
3. Loading docks; 
4. Stand off zone; and 
5. Parking lots and garages. 

24.14 It is the responsibility of the Security Director to insure that all protective lighting 
systems are adequate and functioning appropriately including: 

1. Perimeter lighting that will improve visual surveillance of the outer 
perimeter. 

2. Entryway lighting that will be of sufficient power to enable the Guard Force to identify 
persons at the entry way, either directly or on the CCTV screen. 

3. Loading dock areas that will be sufficiently illuminated to enable the Guard Force 
to monitor, on camera, all activity in the area. 

4. Stand off zone lighting that will be sufficient to allow the Guard Force to monitor any 
activity in that area between the perimeter and the entry way. 

5. Parking lots and garage lighting that will be of sufficient power to 
illuminate all darkened areas to at least one (1) candle foot power. 

24.15 Parking lots and garages are of special concern and to provide adequate protection to 
employees, customers and other persons, these areas will also utilize the following 
systems: 

1. CCTV where appropriate. 
2. Zoned alarm systems. 
3. Talk back communications. 
4. Guard escort when necessary. 
5. Multiple lighting fixtures. 
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24.16 Interior lighting will be of sufficient power to adequately illuminate all areas of the building. All areas 
of the facility shall meet standards set out by appropriate building and related codes. 

 
Revision History: 

Revision Date Description of changes Requested By 

400 Policies and 
Procedures 

0 11 /06/02 Initial Release 
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 • This log is to be maintained and kept by the Office Manager. 

• When this log is filled, a copy is to be retained by the office, and the original forwarded to the 
Security Director. 

• This log is also to be included in each office audit done by the Audit Department. Devices to be 
included are cameras, alarms (both robbery and burglary), locks and lighting. 
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Thank you for viewing the Security Planning Policies, Procedures & Forms 
Sample Package. We hope you found it informative and helpful. 

 

What would you like to do next? 

1. Place an order on-line now 

2. View samples of other Bizmanualz products 
3. View and print a fax/mail order form 

4. Contact us by phone 800-2213104 or 619-267-9743 
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